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Abstract

Public companies face escalating requirements to disclose cybersecurity risks and dam-
ages in regulatory filings. In theory, such disclosures should equip investors with knowledge
required to make informed decisions, while also encouraging firms to adopt more robust strate-
gies for managing cybersecurity risks. In practice, discussions are often embedded in disparate
locations of long documents full of legalese, which hinders systematic examination. This pa-
per examines the regulatory filings of 45 firms that experienced ransomware incidents between
2018 and 2021. We describe a process whereby 6,282 cyber-related statements were extracted
from 249 10-K filings between 2018–23, then categorized using an iterative process inspired
by grounded theory. We then perform quantitative and qualitative analysis of the statements,
examining how firms discuss cybersecurity before and after experiencing an incident.
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1 Introduction
Cybersecurity presents an important and growing risk for firms of all sizes. Cyber incidents have been shown
to significantly affect firm financial stability, customer retention, and reputation (W. Li et al., 2023; Schlackl
et al., 2022; Woods and Böhme, 2021). Incidents continue to escalate in intensity and cost (Romanosky,
2016; Schlackl et al., 2022).

Against that backdrop, it is no surprise that investors and regulators are interested in improving how firm-
level cybersecurity risks are presented and evaluated. Over the past decade and a half, the U.S. Securities
and Exchange Commission (SEC) has placed increasingly substantial obligations on publicly-traded firms to
disclose material cybersecurity risks and incidents. The rationale behind such regulatory action is to inform
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investors of substantial risks that could otherwise remain hidden from view. It is also hoped that by requiring
firms to disclose cybersecurity risks, firms will be pressured by the market to better manage these risks.

The efforts began in 2011 when the SEC released guidance clarifying that existing rules to disclose
material risks in annual 10-K filings also cover cybersecurity risks (U.S. Securities and Exchange Com-
mission, 2011). The guidance was expanded in 2018 (U.S. Securities and Exchange Commission, 2018),
further specifying when and how cyber incidents and risks should be disclosed (Gao et al., 2020; H. Li, No,
and Boritz, 2020). This regulation has had a noticeable effect on the increasing number of firms discussing
cybersecurity risks within ‘Item 1A’, a section dedicated to the discussion of risk factors faced by the com-
pany. Most recently, the SEC issued a rule that led to the creation of ‘Item 1C’ in the annual 10-K filings,
a section where companies are required to mention their risk management and governance policies related
to cybersecurity. Item 1C became mandatory for all public companies starting in December 2023 (U.S.
Securities and Exchange Commission, 2023, July).

What has the effect been of these growing disclosure requirements? Research suggests that such regula-
tory pressure, without rigid requirements, has resulted in declining levels of valuable information (H. Li, No,
and Wang, 2018; Nelson and Pritchard, 2016). On the other hand, we know from other empirical research
that proactive security investment results in fewer incidents (Gandal et al., 2023; Kwon and Johnson, 2014).
Firms that proactively report the strategies they employ to mitigate cybersecurity incidents are transparent
about the damages suffered from an incident. They outline the steps they took in reaction to suffering a
breach to minimize the compromise, providing useful information to investors and regulators. We will ar-
gue in this paper that the statements made in regulatory filings can be used to measure cybersecurity posture
at a firm level. In particular, we can deduce from the reports the extent of preparedness, transparency, and
informativeness regarding disclosing cybersecurity incidents and mitigation strategies.

This firm-level behavior increasingly aligns with evolving regulatory expectations. The SEC’s 2018 dis-
closure guidance, as well as changing guidance requirements and guidance from other regulators and stock
exchanges, highlight the importance of transparent cybersecurity disclosure (Peng and C.-W. Li, 2022).
Higher quality disclosure can mitigate information asymmetries, and, according to Campbell et al., 2014
benefits the firm in various ways, such as reduced cost of capital. Additionally, not following such require-
ments leads to potential legal liability due to failure to disclose material risks to shareholders (Campbell
et al., 2014).

Public regulatory filings, such as 10-K filings, offer a source of information on the cybersecurity posture
of companies (Berkman et al., 2018; Celeny and Marćhal, 2023, October; Cheong et al., 2021; Gao et al.,
2020; Hajizada and Moore, 2023; H. Li, No, and Wang, 2018; W. Li et al., 2023). However, boilerplate
disclosure often plagues these reports, with generic recycled text bloating regulatory filings, diminishing
transparency, and reducing informativeness (Gao et al., 2020; H. Li, No, and Wang, 2018; Nelson and
Pritchard, 2016). Researchers disagree on boilerplate disclosure in 10-Ks; nonetheless, pursuing increased
informativeness and transparency benefits investors and regulators.

We are not the first to utilize regulatory disclosures to measure cybersecurity. Other researchers have ap-
proximated cybersecurity effort through metrics such as the length of disclosure and frequency of cybersecurity-
related phrases, using computational methods to quantitatively measure these filings (Berkman et al., 2018;
Florackis et al., 2023; Wong et al., 2023). Alternatively, researchers have manually coded parts of the text
to analyze the qualitative aspects of these disclosures, finding topics based on their findings (Wong et al.,
2023).

In contrast, for this paper, we combine the two approaches using domain-specific attributes of cyberse-
curity. We conduct qualitative analysis of cyber-related statements to categorize what is being discussed,
then apply the framework quantitatively to 6,282 cybersecurity-related statements made by 45 firms. Dis-
tinct from prior research, we have also focused on all U.S.-based publicly-traded companies that have been
independently reported to have experienced a ransomware attack between 2018 and 2021. This enables us
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to study how disclosures, and ultimately cybersecurity risk management, changes following a breach.

2 Categorizing cybersecurity disclosure text

2.1 Data collection methodology
The sample focuses on publicly traded companies that suffered ransomware incidents between 2018 and
2021. These companies were identified as having been breached by the Critical Infrastructure Ransomware
Attacks (CIRA) dataset maintained at Temple University Aunshul Rege, 2025, where a manual search of the
SEC EDGAR database was used to connect companies’ names to their respective Central Index Key (CIK)
codes. The CIRA dataset recorded 946 ransomware incidents between 2018 and 2021. We inspected 566
of these companies. After removing duplicates and private companies, the sample size was reduced to 87
distinct public companies. Of the 87 companies, 45 companies had 10-Ks available for years between 2018
and 2023. Most of the other 42 companies were non-U.S. companies that had registered for CIK codes but
did not have to file 10-K reports. Of these 45 companies, only one does not have a year of breach within
CIRA. Additionally, nine other companies have fewer than six available 10-Ks for the time period for the
following reasons: four of the companies became privately traded, three of the companies became publicly
traded, and the final two companies merged, all within this six-year period.

The available 10-Ks were downloaded and subsequently parsed through a Python script, which extracted
paragraphs related to cybersecurity based on the following keywords: ‘cyber’, ‘ransomware’, ‘breach’,
‘malware’, ‘phishing’, and ‘unauthorized’. These keywords were selected based on a manual review of
the cybersecurity risk section from approximately half of the 10-K filings, capturing the most prominent
cybersecurity-related terms.

2.2 Grounded theory process
Grounded theory is an iterative research approach in which data is collected and analyzed to develop theories
and hypotheses inductively. This research took inspiration from grounded theory, ensuring a valid interpre-
tation of the text statements and limiting the amount of bias within the categorization. The iterative process
began with taking a random, unique, representative sample of the statements, resulting in a sample of 665
statements. These statements were then analyzed by three researchers, including the writers, where three
rounds of iterative coding and discussions were completed. During the coding session, each coder would
independently analyze a portion of the statements and assign one of the categories to them. During the dis-
cussion phase, problematic statements were identified and discussed. Discussion led to either a realization
of the coder’s mistake during categorization or the adaptation of the definitions to more accurately capture
the statements. After the third round the following four categories were realized: ‘Incident Response (IR)’,
‘Cybersecurity Damages (CD)’, ‘Prospective Cybersecurity Risks (PCR)’, and ‘Risk Mitigation Strategy
(RM)’. Additionally, subcategories were created for each of the categories, with definitions developed and
agreed upon by the two coders.

2.3 Category descriptions
Prospective Cybersecurity Risks (PCR) is defined as “statements that are forward-looking statements de-
scribing how and what could go wrong with cybersecurity”. Theoretically, this category aligns with the
‘Threat’ latent factor within the causal model espoused by Woods and Böhme, 2021. (Figure 1 shows the
mapping of each category onto the model.) An example of a PCR statement is: “Despite our security mea-
sures, our information technology infrastructure may be vulnerable to attacks by hackers or breached due to
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Figure 1: Causal model (Woods and Böhme, 2021) mapped to identified categories.

employee error, malfeasance or other disruptions.” This statement captures the company’s expectations of
threat and uncertainty.

Risk Mitigation Strategy (RM) is defined as “statements that explain company strategies to mitigate
the impact of a future cybersecurity incident.” Theoretically, this category aligns with the ‘Preventative
Security’ latent factor within the causal model. An example of an RM statement is: “We proactively evaluate
the cybersecurity risk of third-party IT providers and solutions by utilizing a repository of risk assessments
and an external monitoring solution that includes threat intelligence to better inform us during contracting
and vendor selection processes.” This statement captures the proactive strategies used by the company to
reduce the potential for compromise.

Incident Response (IR) is defined as “statements that explain the steps companies took to limit the
impact caused by an experienced incident directly” and was initially referred to as ‘Corrective Plan of
Action.’ An example of an IR statement is: “Upon learning of the AMCA Incident, the company promptly
stopped sending new collection requests to AMCA and stopped AMCA from continuing to work on any
pending collection request from the Company.” This statement captures the company’s response once it
discovers the incident to reduce the compromise’s further impact.

Cybersecurity Damages (CD) is defined as “statements that describe damages caused by cybersecurity
incidents and any other results of such damage,” an important clarification is that, as they are results of a
breach, statements referring to companies who are reimbursed by there cybersecurity insurance, as well as
other positive outcomes, are also included, as they are consequences of the incident. An example of CD
statements is: “We have incurred legal, settlement and other costs in connection with cyber incidents that
have impacted us.” This statement captures the consequences suffered by the company that resulted from
the cybersecurity incident.

In addition, this dataset tracks the following: ‘Ransomware’ - a boolean variable describing if the state-
ment mentions the term ransomware within it and ‘Immaterial’ - a boolean variable describing if the state-
ment refers to the harms sustained from cybersecurity incidents as immaterial, as well as subcategories
within the primary categories.

Various subcategories emerged within each of the primary categories. They were analyzed and created
using the same approach as the primary categories. Table 1 displays the various definitions.
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Subcategory Definition

Prospective Cybersecurity Risks (PCR) & Cybersecurity Damages (CD)

Legal Costs Statements that speak about legal consequences and proceedings stemming from a cyber-attack.
Business Disruption Statements that speak about interruption of business operations stemming from a cyber-attack.
Reputation Statements that speak about reputational damages stemming from a cyber-attack.
Third Party Statements that mention that a cyber-attack is due to a related third-party incident or may affect

related third parties.
Unauthorized User Statements that speak about damages caused by users with falsified access (such as hackers).
Information Statements that speak about the loss or compromise of confidential data due to a cyber-attack.
Financial Loss Statements that speak about monetary losses stemming from a cyber-attack.

Risk Management (RM)

Due Diligence Statements that suggest the organization is employing all mechanisms to prevent cyber-attacks.
Program Statements that mention the creation of or an existing system to resolve cyber-attacks.
Compliance Statements that mention the resulting regulations that must be followed to resolve a cyber-

attack.
Assessment Statements that mention the company’s actions to get an overview of their cybersecurity defense

system.
Committee Statements that mention the creation of or an existing group to oversee cyber defense.
Third Party Statements that mention the use of third-party services.
Training Statements that mention a program designed to educate or spread awareness of cybersecurity.
Investment Statements that mention increased resources being used to support cyber defenses.
NIST Framework Statements that mention the use of the NIST framework.

Incident Response (IR)

Reporting Statements that mention notification to affected parties, stakeholders, and regulatory bodies.
Legal Statements that mention interaction with the judiciary or law enforcement in relation to the

incident.
System Shutdown Statements that mention the company deliberately took their systems offline.
Experts Statements that mention interaction or consultation with professionals in the related field.
Monitoring Statements that mention that the company monitored the system’s security levels.

Table 1: Subcategory definitions.

3 Related work

3.1 Firm-Level Cybersecurity Measurements
Research has shown that cybersecurity incidents have lasting impacts on financial stability, customer reten-
tion, and brand reputation of firms (W. Li et al., 2023; Schlackl et al., 2022; Woods and Böhme, 2021).
Despite such escalating claims about cyber-incident risks and inconsistent demonstrations of the efficiency
of security interventions, cyber-risk management has been viewed as “more of an art than a science” (Woods
and Böhme, 2021), signaling a need for systematic approaches to quantifying cyber risk. The causal model
describes latent factors that highlight how cybersecurity threats become cybersecurity harms while simul-
taneously bringing in proactive and reactive security and firm-based factors to establish a holistic view of
cybersecurity incidents (Woods and Böhme, 2021).

A challenging aspect of cybersecurity research is the lack of complete data (Woods and Böhme, 2021).
Research that covers the entire life cycle of an incident has yet to be done, particularly analyzing the differ-
ence between proactive and retroactive cybersecurity investment. A firm’s cybersecurity posture is related
to its transparency regarding its cybersecurity controls and when it implements such. Based on survey
data from Israeli companies and their cybersecurity defenses, empirical research found that companies that
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retroactively implemented risk mitigation systems had a significantly lower chance of suffering a cyberse-
curity breach (Gandal et al., 2023). Kwon and Johnson, 2014 finds that, within the healthcare sector, proac-
tively investing in security controls reduces both the cost of security measures and the failure rate of such
controls. The challenges in cybersecurity risk assessment are further highlighted by the reliance on publicly
reported data, often resulting in biases such as the lack of significance of harms and the over-representation
of large organizations in data breach studies (Cheong et al., 2021; Woods and Böhme, 2021).

Measuring firm-level cybersecurity posture is a prominent topic. Nagle et al., 2017 examines the num-
ber of open ports in firms’ networks and identifies a correlation between such and cyber incidents stemming
from botnets. Liu et al., 2015 similarly focused on firms’ networks, gathering data on the number of mis-
configurations and malicious activities that originate from said networks. The researchers used this data to
construct a model that identifies whether a data breach will be reported. Sarabi et al., 2016 collected similar
data, adding novelty in business sectors and breach types. This information helped identify which industries
were more susceptible to specific risks. Most related to our research, Berkman et al., 2018 creates a measure
of firm-level cyber awareness to examine its impacts on the firm’s market value. This measure is based on
the length and relevance of the disclosure within 10-K filings, using a self-developed dictionary based on
the National Initiative for Cybersecurity Careers and Studies (NICCS) glossary to calculate relevance.

3.2 Regulation and Informativeness
The guidance made by the SEC in 2011 and 2018 heavily emphasized the need for specific and informative
content (Gao et al., 2020; H. Li, No, and Wang, 2018), marking a pivotal shift in how companies disclose
their risk (Cheong et al., 2021). Both Cheong et al., 2021 and H. Li, No, and Wang, 2018 note that this
increased pressure caused a gap between regulatory intent and corporate response, as it led to firms disclos-
ing more cybersecurity risk without them necessarily adequately capturing their actual level of risk (Peng
and C.-W. Li, 2022). According to Cheong et al., 2021, these practices lead to diminished transparency,
hindering investors’ ability to make informed decisions. Additionally, firms display strategic behavior in
their cybersecurity disclosures, particularly post-cyber incident (Cheong et al., 2021; Gao et al., 2020), with
research finding a weakening correlation between the disclosure in Item 1A and subsequent cybersecurity
incidents weakening following the 2011 guidance, indicating a decline in the informational value of these
disclosure (H. Li, No, and Wang, 2018; Nelson and Pritchard, 2016).

Despite the SEC’s attempts to guide firms towards transparent reporting through repeated guidance, 10-
K fillings are still characterized by boilerplate disclosure (Gao et al., 2020), which, due to it being both
generic and recycled, is less meaningful to investors and regulators (Nelson and Pritchard, 2016). However,
some researchers suggest that boilerplate disclosure is obsolete (Berkman et al., 2018; Campbell et al.,
2014; H. Li, No, and Wang, 2018). Campbell et al., 2014 found that risk factor disclosure was incorporated
into post-disclosure market measures, suggesting that said disclosure is informative for investors. While
H. Li, No, and Wang, 2018 found that a higher length of cybersecurity disclosure is positively associated
with increased cybersecurity incidents. Berkman et al., 2018 echoes such findings, providing evidence
that following the 2011 SEC guidance, disclosure reflects cybersecurity awareness and thus is not just a
boilerplate. However, Campbell et al., 2014 continues to state that “our results do not necessarily imply
that critics who call for improvements to risk factor disclosure are wrong.” For the benefit of investors and
regulators, more informative and less generic disclosure of cybersecurity incidents should be pursued.

Firm-level cybersecurity disclosure practices are increasingly driven by evolving regulatory require-
ments and guidance. The SEC’s 2018 guidance, along with similar requirements from stock exchanges
and other regulatory bodies, reflect a growing belief that cybersecurity risks can be material and should be
transparently disclosed (Peng and C.-W. Li, 2022). These developments highlight a broader recognition
that cyber threats now rival other national security concerns(Campbell et al., 2014), and should be crucial
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for shareholders’ decision-making process. The cybersecurity disclosure should convey the material risks
and uncertainties that could affect the performance of the companies (Campbell et al., 2014), and therefore
should be readily available to potential and current shareholders. The omission of these risks and the opaque
language that minimizes them could result in legal liability (Campbell et al., 2014; Nelson and Pritchard,
2016). Boilerplate disclosure undermines this required transparency and propagates information symme-
try. Disclosure that is updated annually and easily understood benefits investors and mitigates information
asymmetries (Nelson and Pritchard, 2016). Enhances disclosure also improves investors’ ability to assess
risk, and, according to Campbell et al., 2014, it can lower a firm’s cost of capital by reducing perceived
uncertainty and risk correlation with the broader market, benefiting both investors and the firm itself. Based
on these benefits, regulation of cybersecurity disclosure incentivizes transparent informative disclosure and
enforces accountability.

3.3 10-K Cybersecurity Disclosure
Analysis of 10-K documents is plentiful, dating back almost two decades F. Li, 2008. The authors used
EDGAR and 10-Ks to measure firms’ risk sentiment based on the frequency of words related to risk and
uncertainty within the filings. According to their findings, risk sentiment can be used to predict future returns
with firms with a greater frequency change related to negative sentiment suffered from negative returns in
the following year (F. Li, 2008), showing the potential usefulness of analyzing 10-K filings. This frequency-
based methodology has become the standard for analyzing 10-Ks. Future research adopted a textual analysis
approach, akin to a Bag-of-Words (BOW) methodology, focusing on metrics such as frequency of words,
length of cybersecurity risk disclosure, and the presence of said risk disclosure (H. Li, No, and Wang, 2018).
Likewise, other research has used computational linguistics to create a measurement that provides weight to
words frequently found based on their predictive ability to ascertain future attacks (Jamilov et al., 2021).

The following papers are the ones most closely related to our objective. Florackis et al., 2023 develop a
cybersecurity risk measure using textual analysis on Item 1A Risk Factors section. This analysis spans from
2007 to 2018 for the authors to capture a broad spectrum of cybersecurity risk disclosure and related cyber-
attack incidents. These disclosures were compared to disclosures of firms that had experienced a significant
cyber attack, using data from the Privacy Rights Clearinghouse to form a training sample. This measure used
cosine and Jaccard similarity scores to estimate the degree of similarity between the training sample and the
sampled firms (Florackis et al., 2023). Likewise, Peng and C.-W. Li, 2022 uses Vector Space Modeling
(VSM) to calculate the change in disclosure modification before and after a cybersecurity incident based on
similarly extracted text from 10-K fillings, specifically looking at how firms alter their disclosures following
a cybersecurity attack. This research looks at firms that suffered breaches between 2013 and 2016, finding
that firms disclose more information once they have suffered an incident. However, they do not find any
evidence of the quality of the disclosure changing post-incident (Peng and C.-W. Li, 2022). Finally, Wong
et al., 2023 analyze how companies disclose confusing and ever-changing privacy legislation and resulting
regulation legible to potential and current investors. This study focuses on nine large technology companies
and examines disclosures between 2015 and 2020. Our paper follows a similar methodology to theirs, as
they implement a thematic analysis process where two coders read 10-K documents and iteratively work
through them, adding a qualitative layer to this process.

Our research intends to synthesize and expand upon these related works. Using a methodology inspired
by grounded theory, we aim to integrate qualitative analysis with quantitative metrics. We analyze a sample
of 45 companies, each having suffered a ransomware attack, to quantify how their disclosures change in
relation to the incident, constructing a panel dataset. While this research does quantify statements, the goal
is to move away from a frequency-based methodology, which can lose rich information and where observ-
ably boilerplate recycled statements may interfere with frequency-related measurements. Additionally, the
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Prospective Risk (PCR) 98 10 98 10 98 13 100 13 100 14.5 100 16 100 16
Incident Response (IR) 7 0 16 0 37 0 41 0 38 0 28 0 38 0
Risk Mitigation (RM) 60 1 61 1 65 1 73 2 80 1.5 79 2 97 22
Damages (CD) 40 0 48 0 72 2 93 4 88 3 87 3 95 3
TOTAL 98 11 98 12 98 18 100 21 100 21.5 100 24 100 47

Table 2: Primary Categories by Year

manual process of analyzing and categorizing all 6282 statements has allowed for the creation of qualita-
tively created categories and subcategories that, interestingly, echo the factors present in the causal model
espoused by Woods and Böhme, 2021. Our research aims to quantify how these disclosures change – with
future goals of comparing such to non-breached companies and database of software installation for further
analysis.

4 Analysis
We now analyze the categorized statements in order to study variation by firm and in response to breaches.
This analysis focuses on the overall proportion of firms that make cybersecurity statements delineated by
category, as well as the median number of statements made in each category. In addition, this analysis
will also capture how these disclosures change in relation to the breach. This analysis compares various
subcategories and tags given to specific statements, based on specific words and phrases being used.

4.1 How have cybersecurity disclosures changed over time?
Table 2 reports how cybersecurity-related disclosures in annual reports have changed over time. We can see
that overall, discussions involving cybersecurity have steadily increased. The median number of statements
observed has steadily risen from 11 in 2018 to 24 in 2023 (excluding statements in the newly required
Section 1C Cybersecurity, which was added in 2023). What firms discuss has also changed. While nearly
all companies have discussed prospective risks since 2018, the other categories have steadily increased to
varying degrees. For example, whereas in 2018–19, fewer than half of firms discussed damages, by 2021
the share rose to 93%, remaining high in subsequent years. The share of firms discussing risk mitigation
strategies rose more modestly, from around 3 in 5 companies early on to more than 4 in 5 in later years.

Finally, we observe that most discussion focuses on prospective risks, with between 10–16 median
statements. By contrast, most companies do not discuss incident response or risk mitigation strategies
much.

As mentioned above, the SEC recently issued guidance to firms asking that they complete a new section
entitled “1C Cybersecurity” for any disclosures submitted after the 18th of December 2023 (U.S. Securities
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Prospective Risk (PCR) 100 6.5 97 10 97 11 98 12 100 13 100 14.5 100 16.5
Incident Response (IR) 0 0 0 0 8 0 49 0 40 0 38 0 33 0
Risk Mitigation (RM) 30 0 53 1 59 1 68 1 71 1 80 1 83 1
Damages (CD) 0 0 41 0 38 0 88 4 95 4 85 3 90 2.5
TOTAL 100 7 97 10 97 13 98 21 100 21 100 20.5 100 23.5

Table 3: Comparing Categories Relative to Breach

and Exchange Commission, 2023, July). Item 1C is a new requirement for companies to address their
risk management and governance policies in relation to cybersecurity. Within our sample, 30 of the 45
companies have already implemented Item 1C, while the final amount either have no 10-K for 2023 or have
yet to include Item 1C.

The final two columns reflect the difference between the exclusion and inclusion of Item 1C within the
10-K documents. All primary categories, besides prospective risks, increase with the inclusion of Item 1C.
This is logical as prospective risks are already found within Item 1A disclosure. Notably, risk mitigation
has the largest increase, where almost all the firms now address risk mitigation within their disclosures.
Additionally, with a median of 22 statements, risk mitigation is now the most widely discussed category.
Risk mitigation is an important category to address in a disclosure as it will help investors understand firm
defensive strategy. However, the content of Item 1C is still new and only became mandatory starting in
2024. We defer analysis of 1C statements to future work, once more time has passed. For this paper, we
exclude all 1C statements from subsequent analysis.

4.2 How do firm disclosures change following a breach?
Following a ransomware attack, we would expect firms to address the incident in their regulatory filings.
Table 3 follows the same structure as Table 2 but orients time relative to when the breach occurred. The
columns with negative years are pre-breach, while columns zero and above are the year of the breach and
the following years.

Overall, firms roughly double the number of cybersecurity statements from the years before a breach
(10) to the years afterwards (21.5). Prior to breaches, most firms discuss prospective cybersecurity risks.
Afterwards, discussion of prospective risks increases steadily, from 6.5–11 statements before and to 12–
16.5 in the years following incidents. This corroborates previous theory that cybersecurity disclosure is
expanding, both due to expanding cybersecurity sections within 10-K disclosure (Brown and Tucker, 2011),
as well as the increasing risk surrounding cybersecurity (Romanosky, 2016; Schlackl et al., 2022).

In contrast, a smaller share of firms disclose their risk mitigation strategies. 59% of firms discuss risk
mitigation strategies in the year prior to a breach, rising steadily to 80% two years after an incident. Even
when they do discuss risk mitigation, they disclose relatively little, with a median of one statement appearing
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PCR IR RM CD Total

Ransomware 60% 16% 7% 62% 78%
Legal Costs 89% 11% 16% 49% 96%
Immaterial 2% 0% 0% 40% 42%

Table 4: Variables by Category

in each annual report. Such modest change suggests that firms disclosure of their risk mitigation strategies
is not influenced by suffering a breach, and is likely more a reflection of increased regulatory and societal
pressure to constantly be upgrading their layers of defense.

Incident response statements discuss incident response plans and the steps undertaken to contain the
compromise and reduce damages. Such statements are even more rare than those outlining general risk mit-
igation strategies. As expected, most firms do not make such statements prior to an incident occurring (those
that do are referring to prior incidents unrelated to the ransomware events we studied). More surprisingly,
most breached firms do not discuss incident response in their filings even after the attack has taken place.

Damages come in many forms, such as business disruption, financial loss, and lawsuits. Compared
to relatively extensive discussion of prospective cybersecurity risks, firms make fewer statements about
damages. In the years following a ransomware attack, most but not all firms (88–95%) do explicitly discuss
damages incurred. The median number of such statements is 4 for the year of the incident and next, slightly
declining in later years. An important question is whether firms write consistently about the types of risks
they face prior to breaches and the damages they discuss afterwards. We examine this in more detail next.

4.3 Do firms discuss risk consistently before and after incidents?
Given that all firms in our sample experienced a ransomware attack, a natural starting question is how many
disclose this fact. Table 4 reports that 78% of firms mention ransomware at least once across all 10-K
reports. It is somewhat surprising that the share is not higher, given SEC disclosure guidance.

Next, it is worth noting where ransomware is mentioned. Most often, ransomware is discussed as a
prospective risk (60%) or in damages incurred (62%). Very few mention it within their incident response
plans and even fewer regarding how they proactively plan to mitigate such risk.

In addition to disruption and the ransoms themselves, legal costs can be a major consequence of ran-
somware attacks. 96% of firms mention litigation, legal procedures and how cybersecurity risks are mani-
fested in the law. Typically, these are discussed as a prospective risk. However, less than half of the firms
mention resulting damages as a result of such litigation (usually in the form of punitive cases or regulated
practices). Within both incident response and risk mitigation disclosure, firms discuss legislation and regula-
tion far less. These results echo those of Wong et al., 2023 which find that new regulations and, importantly,
data breach reporting requirements, are viewed as cybersecurity risks and are viewed similarly to what would
define as prospective risks.

The SEC Cybersecurity guidance requires firms to discuss “material” cybersecurity risks. While almost
no firm explicitly admits to a risk or event rising to the level of materiality, many do the opposite. 42%
of firms make statements about the immateriality of cybersecurity risks, with fully 40% of firms qualifying
discussions of damages by stating that they are immaterial.

We next consider when risks and damages are discussed. Do firms change how they talk about risk
and damages after a breach occurs? Table 5 seeks to answer this question. The first two columns capture
ransomware and legal costs, comparing how they change pre- and post-breach, as well as how often they
are mentioned in damages. The goal of the bottom half of the table is to tease out the timing more clearly
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so we can determine whether statements of prospective risks made in the years prior to a ransomware event
accurately reflect the damages they later experience.

Before the breach only 18% of firms discuss ransomware as a prospective risk. Afterwards, 59% do,
with 64% mentioning ransomware as a source of damages. The bottom half of the table makes the distinction
more precise. Only 14% of the firms discuss the potential for ransomware and later report damages resulting
from it. An additional 5% discuss the potential of ransomware beforehand but do not mention it in their
damages.

By contrast, half of the firms did not discuss ransomware as a prospective risk prior to being attacked but
did so when they discussed damages afterwards. Hence, these firms did not accurately identify cybersecurity
risks in advance. A further 32% of firms fail to mention ransomware in either their prospective risks before
the attack or in their damages. There are two possible explanations. Either these firms were not substantially
affected by ransomware attacks or they have not sufficiently transparent in disclosing the risk or damages
experienced.

We observe that there appears to be little relationship between disclosing a particular risk before the
breach and whether or not damages are later reported. Overall, a slightly greater share of firms report risks
before the breach and later report on damages (43% to 34%). But the share is similarly split for those that
do not disclose risks in advance of a breach (12% vs 11%). Broadly speaking, the same story holds true
for particular subcategories indicated in the table’s columns. These subcategories were observed in both the
statements on prospective risk and damages. While there is some variation, a chi-squared test indicates no
statistically significant difference in proportion.

One takeaway from this analysis is that a minority of firms are not being sufficiently transparent in
discussing cybersecurity threats. 11% of the time, there is no discussion about risks before or any reporting
of damages. A much larger share discuss only one side of the issue, either the risk or the damages, but not
both. Given that all of these companies confirmed to have experienced ransomware, this is troubling.

Some types of risks are discussed more than others. 89% discuss business disruption risk prior to a
breach, compared to 59% discussing third-party risks before an incident. After the breach, all subcategories
are discussed more frequently as a prospective risk. However, there can be great variation in terms of
damages. The most common types of damage discussed are financial losses (75%) and business disruption
(73%). This makes sense, given that 95% and 80% of firms, respectively, discuss these a prospective risks
after the attack. By contrast, while 93% of firms discuss reputational damage as a risk post-breach, only
32% of firms acknowledge damage to their reputation in the filings. Similarly, while 91% of firms discuss
information risks post-breach, just 50% acknowledge experiencing the same type of damages from the
incident. This is surprising given that ransomware attacks quite commonly harm confidentiality and integrity
of enterprise data.

We can also examine the data at the level of the firm. On average, firms discuss 5.4 of the 7 subcategories
as a prospective risk prior to the breach, rising to 6.25 of the 7 subcategories after the breach. However,
just because a firm identifies a risk, that does not guarantee they will admit to experiencing damages. On
average, firms report damages for 3.9 subcategories. For 3.0 subcategories, damages and pre-breach risk
align. For 2.4 subcategories, firms report damages but did not identify the subcategory as a risk prior to
the breach. This can be interpreted as a blind spot in its annual reporting before the incident. After the
breach, 3.6 subcategories on average are reported as having experienced damage and a prospective risk
going forward. However, for 2.7 subcategories where damage was reported, the same type of prospective
risk is not identified.

From the above discussion, we conclude that firms consistently fail to accurately identify some types
of risk before a breach. Moreover, they do not always learn from experience by updating their prospective
risks base don the damages they actually experience.
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Pre-Breach Risk (PCR) 18% 73% 89% 84% 59% 73% 82% 80% 77%
Post-Breach Risk (PCR) 59% 84% 95% 93% 82% 91% 91% 89% 89%
Damages (CD) 64% 50% 73% 32% 50% 57% 50% 75% 55%

Pre-Breach Risk & Damages 14% 36% 68% 30% 30% 43% 39% 57% 43%
Pre-Breach Risk & No Damages 5% 36% 20% 55% 30% 30% 43% 23% 34%
No Pre-Breach Risk & Damages 50% 14% 5% 2% 20% 14% 11% 18% 12%
No Pre-Breach Risk & No Damages 32% 14% 7% 14% 20% 14% 7% 2% 11%

Table 5: Comparing pre-and post-breach risk to the reporting of damages by subcategory.

4.4 Does disclosing cyber risk management strategies in advance affect out-
comes post-breach?

We know from Table 3 that firms make much fewer statements about their cyber risk management strategies
compared to discussions of prospective risks. Around half of firms include a statement about their risk
mitigation strategies before a ransomware incident, steadily rising to around 80% in the years following
a breach. RM statements are useful because they often indicate good cybersecurity posture and proactive
investment following an incident. Table 6 summarizes the number of firms that mention RM strategies pre
and post-breach, and compares them to other variables of interest. The table also includes the amount of
firms that disclose incident response (IR), a particular form of reactive risk mitigation, in relation to the
same variables.

Immaterial captures the firms which specifically mention that the damages suffered were “not material”
in their effects. As seen in the table, 18 of 44 firms (41%) report that the breach suffered was immaterial.
Of those 18, 10 of them mention RM pre-breach. One might anticipate that firms who undertake better risk
mitigation ahead of a breach are less likely to suffer a material loss. In fact, we observe no statistically
significant difference.

Interestingly, 17 of those 18 firms report on RM post-breach. This suggests that firms that state damages
were not material, include RM statements post-breach to justify why there breach was immaterial. This is
logical when considering that companies want to inform investors and regulators about how they success-
fully overcome the breach and how they plan to continue improving on their risk mitigation strategies.

Interestingly, none of the firms mention that a breach has had a material impact on the firm, though some
firms do discuss the monetary damages caused by said breaches, Damages captures such. If a firm discloses
a monetary amount of damages caused by the breach, this variable captures them. Likewise, if a firm does
not mention any monetary amount of damages suffered, they are captured in No Damages. As seen in the
table, 12 firms state specific monetary damages relating to a breach, while 32 do not mention any monetary
damages. When comparing the two, 21 of the 32 companies who report no damages also disclosed RM pre-
breach, while 4 of the 12 companies who suffered damages reported on RM pre-breach. This suggests that
companies who report on RM before a breach are less likely to mention monetary damages suffered. This
leads to the thought that companies that proactively disclose risk mitigation strategies also tend to suffer
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# % # % # % # % # % # % # % s

Immaterial 18 41 10 56 8 44 17 94 1 6 10 56 8 44
No Immaterial 26 59 15 58 11 42 17 65 9 35 12 46 14 53

$ Damages 12 27 4 33 8 67 11 92 1 8 11 92 1 8
No $ Damages 32 73 21 66 11 34 23 72 9 28 11 34 21 66

Legal Costs 22 50 11 50 11 50 20 91 2 9 14 64 8 36
No Legal Costs 22 50 14 64 8 36 14 64 8 36 8 64 14 36

Table 6: Comparing Risk Mitigation Disclosure

less monetary damages than those who do not disclose their risk mitigation strategies beforehand. Of the
same 12 firms that disclose damages, 11 of them disclose RM post-breach, a 140% increase. When looking
at the same firms, 11 of them disclose their incident response plan. Both of these suggest that the firms
that disclose damages, resultingly alter their disclosure patterns in a manner that reflects the severity of said
damages, increasing both RM and IR provides useful information to investors.

Finally, Legal relates to the aforementioned Legal subcategory, where firms that mention damages suf-
fered in terms of legal procedures, are captured. Likewise, if a firm does not mention any legal damages,
they are captured in No Legal. As seen in the table, exactly half the firms report on legal procedures arising
from incidents. Specifically, when looking at RM disclosure post-breach, 20 of the 22 firms that disclosed
legal procedures disclosed RM post-breach a noticeable increase from the perfect split of firms that disclosed
RM pre-breach. Interestingly, when looking at the firms that did not disclose legal damages, the amount that
disclose RM pre and post breach are identical. These results suggest that legal damages alter the way in
which firms disclose. This is evident due to the change between periods for those affected and the lack of
change seen in those unaffected.

Touching on IR as a whole, for the least disclosed category, it is notable that companies that mentioned
either immateriality, damages, and legal procedures, all had the higher proportion of firms that disclose IR.
When compared to previous results that showed that less than half of the firms discuss IR at all, it suggests
that these firms are more transparent with their disclosure, due to both the presence of valuable variables
as well as the inclusion of IR. An alternative explanation, when only addressing damages and legal - the
variables that link directly to suffered impact, that firms that disclose such feel it necessary to disclose on
their incident response plan in order to assure investors and regulators that they are managing the incident in
a comprehensive manner. When paired with the previous discussion on changing RM levels, this explanation
becomes more credible, supporting the value in these variables.

Table 7, compares the companies that included monetary amount of damages based on if they also
said such damages were immaterial. Noticeably, companies that mention Immateriality suffer lower median
damages but higher mean damages showing a discrepancy. While taking the previous discussion on damages
into account, this may suggest that, though the monetary damages are higher, the resulting RM disclosure
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# Firms Median Amount Mean Amount # Firms

Immaterial 6 $16300000.00 $80136073.33 12
No Immaterial 6 $19950000.00 $33854666.67 21

Table 7: Immaterial vs Damages

and its implementation may reduce the severity of the damages suffered regardless of the actual amount.
This echoes previous theory that proactive investments result in both reduced breaches and a reduced failure
rate of controls (Gandal et al., 2023; Kwon and Johnson, 2014).

5 Case studies
This section will analyze 5 different corporations, based on the informativeness and the quantitative sum-
maries of their statements. In order to ensure that they are all comparable within their 10-K disclosures, only
companies that were breached in either 2020 or 2021 and have all six 10-K’s available, as well as having a
year of breach in the CIRA dataset, were eligible for this analysis. These limitations are required to keep
the amount of disclosure before and after the breach consistent to allow for an apt comparison.

5.1 Informative Disclosure
We have identified CIK 0000021175 CNA FINANCIAL CORPORATION as having one of the most infor-
mative disclosure practices. CNA reported that it was breached in March 2021, as seen in the following:
“We sustained a sophisticated cybersecurity attack in March 2021 involving ransomware that caused a net-
work disruption and impacted certain of our systems.” This statement captures transparency by providing
both the cause of the attack and ransomware, a word that only 64% of firms mention within their disclosure
when referring to the damages and when the attack took place - a variable many companies do not mention.
CNA also clearly explains what damages they have sustained:

Our investigation into the incident revealed that an unauthorized third party copied some per-
sonal information relating to certain current and former employees, contract workers and their
dependents and certain other persons, including some policyholders.

On the other hand, they notably fail to mention any specific monetary amounts or how much personal
information (or which information) was exposed.

CNA also shows transparency within their incident response plans:

Upon detection, we undertook steps to address the incident, including engaging a team of third-
party forensic experts and notifying law enforcement and key regulators. We restored network
systems and resumed normal operations.

This is also in: “In July 2021, we provided notifications to the impacted individuals and regulators, by
applicable law.” These statements show they are more open than most firms with incident response plans.
CNA also refers to their cybersecurity coverage:

Although we maintain cybersecurity insurance coverage insuring against costs resulting from
cyber-attacks (including the March 2021 attack), we do not expect the amount available under
our coverage policy to cover all losses.
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Although this suggests that it was not enough to cover their losses, the fact that they had proactively taken
such insurance suggests greater awareness of the present threats. They also disclose their strategies to pro-
mote their defenses and how much investment is due to the recent attacks: “Some of these investments are
a direct result of the March 2021 cybersecurity attack, described in the immediately following risk factor,
which is not recoverable under existing insurance coverage.” However, the statement on investments is not
that informative: “We have invested and continue to invest in the security of our systems and our technol-
ogy infrastructure on an enterprise-wide basis.” and “We have made, and continue to make, investments to
improve our security and infrastructure.” While these statements are not very descriptive, the fact that they
refer to the breach as the meaning of such investments shows that CNA has internalized the threat to their
business.

CNA’s disclosure also captures the story of the event. After the initial compromise, due to a third party,
CNA started making reactive risk statements regarding the breach in 2021 - the year of the breach: “The risk
of a breach can exist whether software services are in our data centers or are cloud-based software services.”
This increased text disclosure follows previous research suggesting that firms react to a compromise (H. Li,
No, and Wang, 2018). CNA also follows up on the dangers related to their vendor’s systems and how such
may affect them in 2023:

The risks relating to future breaches in our, or our vendors’, data security infrastructure, includ-
ing in connection with cyber incidents, could have a material adverse effect on our business,
results of operations or financial condition or may result in operational impairments and finan-
cial losses, as well as significant harm to our reputation.

This statement is additionally valuable as it only occurred from 2023 onwards, showing growth within their
disclosure. However, this statement is repeated twice in the 2023 disclosure. Finally, CNA was one of
the companies already implementing Item 1C within this disclosure, showing attention to the upcoming
regulatory requirements.

It is usual for companies to repeat statements year after year, referred to as boilerplate disclosure. How-
ever, CNA has a few examples of repeating the same statements multiple times within the same 10-K. This
repetition can be seen as unnecessary bloat, undermines the previously mentioned increase of text disclo-
sure, and supports our notion to move away from purely frequency-based quantitative methods. CNA also
mentions that such a breach was immaterial:

Based on the information currently known, we do not believe that the March 2021 cyberse-
curity attack will have a material impact on our business, results of operations or financial
condition, but no assurances can be given as we continue to assess the full impact from the
incident, including costs, expenses and insurance coverage.

This statement is interesting, as while they do not expect it to be immaterial, they do expect it not to be fully
covered by their cybersecurity insurance, suggesting a disconnect between cyberinsurance and damages -
which is a trend within the statements captured or a disconnect between prospective damages and immate-
riality, however, this could be explained by the cyberinsurance limiting the materiality of the damage.

While CNA’s disclosure is not perfect, none are. CNA displays transparency regarding the fact that they
have suffered a ransomware incident and when they suffered such. CNA explained why this occurred and
reflected it in their following disclosures. All of this will aid investors and regulators when analyzing their
10-Ks and promote helpful information. Unfortunately, not all companies disclose incidents similarly.

5.2 Pitfall Disclosures
The following three disclosures each highlight common disclosure pitfalls, shedding light on how disclo-
sure patterns can be improved. We begin by analyzing CIK 0000912752 SINCLAIR BROADCAST GROUP
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INC, which highlights disconnectedness between fore casted risks and realized damages. Sinclair has some
noticeably good disclosure statements, giving both the date of the incident and a monetary amount of dam-
ages suffered as reported in 2021:

The cybersecurity incident identified on October 17, 2021, resulted in the loss in the fourth
quarter of 2021 of approximately $63 million in advertising revenue, primarily related to our
broadcast segment, as well as approximately $11 million through the date of filing this Form
10-K in costs and expenses related to mitigation efforts, our ongoing investigation, and the
security improvements resulting therefrom.

These two elements are both informative and show a care about transparency. Additionally, they also con-
tinue to discuss the damages informatively:

The cybersecurity incident identified on October 17, 2021, resulted in the loss in the fourth
quarter of 2021 of approximately $63 million of advertising revenue, primarily related to our
broadcast segment, as well as approximately $7 million through the date of filing of this Form
10-K in costs and expenses related to mitigation efforts, our investigation, and the security
improvements resulting therefrom.

This statement was disclosed in 2022, showing that they continue to adapt their disclosure to use up-to-date
numbers. Additionally, Sinclair mentions the presence of a ransomware attack and how the company aims
to combat such:

Since the ransomware incident, our Board of Directors formed a cybersecurity subcommittee
to provide greater oversight of the Company’s cybersecurity measures and preparedness.

This is an excellent example of adjusting the disclosure to reflect the incident. However, Sinclair fails to
maintain a qualitative connection.

Sinclair reported prospective risks prior to the breach related to subcategories: Business Disruption,
Reputation, Third Party, Information, and Financial Loss; it had damaged in: Legal, Business Disruption,
Information and Financial Loss. Additionally, their prospective risks post-breach increase for: Legal, Busi-
ness Disruption, Third Party, Unauthorized User, and Financial Loss, with Information even decreasing.
Quantitatively, this mismatch between prospective risks and materialized damages shows a disconnect in
awareness of a breach as, for example, any investors who had read their disclosure pre-breach have any
information to assume that Legal issues may arise from a cybersecurity breach. Another example of the
disconnect is Third Party, where prospective risks were present before the breach and increased post-breach,
but no damages were associated. The increase in the risks section suggests that it is not based on realized
risk but on regulatory pressures or the need to bloat their filings instead of providing relevant information
related to risks and damages.

Our next disclosure case is CIK 0001050825 STEELCASE INC. Steelcase’s filings exemplify compa-
nies whose disclosures indicate a lack of awareness of any cybersecurity threat. Steelcase was the only
company not to disclose any statements relevant to cybersecurity within their entire 10-K in the years before
the breach. This changed post-breach when they added vague statements such as: “We may be adversely
affected by security breaches, errors or disruptions relating to our software and software- as-a-service of-
ferings.” There is also a discrepancy within their disclosure. According to the CIRA dataset, they suffered
a ransomware breach in 2020; however, according to their disclosure, they first detected the cyber attack
in 2021: “In Q3 2021, we detected a cyber-attack that resulted in unauthorized access to our information
technology systems.” Post-incident Steelcase reported primarily on the prospective risks of cybersecurity
and slightly on the materialized damages of said breach. Intriguingly, Steelcase reports on the monetary
damages of the incident as follows:
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To protect our systems during that cyber-attack, we temporarily shut down our global opera-
tions, which resulted in a delay of approximately $60 [Million] in revenue from Q3 2021 to
Q4 2021; however, we do not believe this incident had or will have a materially adverse impact
on our business, operating results or financial condition or the effectiveness of our internal
controls.

This statement has valuable information, such as their belief that such a breach would be immaterial. Steel-
case’s filings reveal a company that learned from its mistake; that mistake is not believing that cybersecurity
risks were worth disclosing before the breach. As previously mentioned, any informative content should be
pursued to benefit regulators and stakeholders.

The final disclosures belongs to CIK 0000028823 DIEBOLD NIXDORF, INC. Diebold fails to address
the damages in their disclosure, with the closest linking statement to damages being:

We have experienced cybersecurity incidents in the past, but none of these incidents, indi-
vidually or in the aggregate, has had a material adverse effect on our business, reputation,
operations or products.

While the statement does not mention any damages, it alludes to the fact that they have suffered them
in the past and were immaterial. This aligns with the central issue of Diebold, where, post-breach, they
vastly increased their disclosure on prospective risks. However, any damages suffered are not present in
the disclosure. This suggests that their primary way of informing investors and regulators is in the form of
prospective risks, hypothetical issues that could arise, such as this statement introduced post-breach:

Although we have implemented cybersecurity measures designed to detect and limit the risk
of unauthorized access to our systems and acquisition of, loss, modification of, use, access to,
or disclosure of our data, threat actors are using evolving, sophisticated, and ever-changing
techniques to obtain unauthorized access to systems and data.

Statements like this suggest that regardless of what the company does, breaches are still inevitable, a pattern
found within all disclosures. These statements are less informative than statements that address actionable
plans or materialized damages as they do not offer transparent information. For completeness, Diebold had
also implemented Item 1C in 2023, showing an awareness of changing regulations.

5.3 Lackluster Disclosure
When looking for an example of a lackluster disclosure, our mentality focused on a company whose disclo-
sure an investor would read before and after a compromise and would struggle to see any relevant change
in information presented. Both the quantity of prospective risks and risk mitigation do not substantially
increase post-breach, and there is a lack of materialized cybersecurity damages or ant statements describ-
ing their incident response plan. The best example is CIK 0000912463 GUESS INC. Guess Inc. does not
reflect much change within its disclosures. They fail to mention any statements that relate to their inci-
dent response plan. However, noteworthy, this brings them in line with 51% of all the companies who also
fail to do so. Their statements disclosing risk mitigation strategies do remain constant, with the following
statement appearing in 2018, 2019, and 2020:

We believe that high levels of automation and technology are essential to maintain our com-
petitive position and support our strategic objectives and we continue to invest in and update
computer hardware, network infrastructure, system applications and cyber security.
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It changed a small amount in 2021, “We continue to invest in and update computer hardware, network
infrastructure, system applications and cyber security.” In 2022, it changed to: “We continue to invest in
new technologies and update computer hardware, network infrastructure, system applications and cyber
security.” In 2023, it changed to: “We continue to invest in new technologies and update computer hardware,
network infrastructure, system applications, and cyber-security.” All these changes are minor, and while they
are not intentional, this may interfere with research focusing on unique statements and textual changes in
10-Ks.

Additionally, when Guess does speak about damages, their statements are vague and give little to no
information on what happened - though they do manage to state that such damages were immaterial: “While
we do experience damage or interruption to our systems, such events have not in the past had a material
adverse impact on our business, financial condition, or results of operations.” Guess Inc.’s disclosure changes
the least when comparing their quantitative and qualitative statements before and after the breach. While
that does not necessarily mean they have a poor cybersecurity posture, it suggests such to any investors and
regulators interested in their disclosure. While they were our highlighted disclosures, many other disclosures
make these mistakes. As already mentioned, 51% of companies fail to report on any form of incident
response, while almost all companies (with Steelcase Inc. being the only exception pre-breach) report on
their prospective risks. Not all statements disclosed are equally valuable to investors and regulators.

6 Discussion

6.1 Limitations
There are a few limitations to this research at its current point. While initially more of a potential issue,
lessened by our iterative collaborative approach, there may still be inconsistencies in the raw text examples
extracted from the 10-Ks and the potential of bias in the coding done. The broad nature of 10-K disclosure
inherently results in this, making it tricky to gauge specific statements. We have removed mainly this bias
through the natural validation process we apply during our process, which was the specific reason for having
it inspired by grounded theory.

Another limitation of this project is the current view that each statement can only relate to one of the
four primary categories. Previous cybersecurity incidents have become a secondary category, as is evident
by Previous Cybersecurity Incident. However, depending on the interpretation, many statements can easily
be divided into two primary categories, three or four. This issue has been lessened due to altering the
original category definitions, making each category more unique. However, specific statements are easily
still applicable to more than one category.

6.2 Future work
We analyzed the presence of subcategories in both the PCR and CD statements. In future, we will expand
the analysis to include subcategories for other categories. Deeper analysis required a sophisticated analysis
method. Imploring methods such as Natural Language Processing (NLP), VSM, or utilizing a large lan-
guage model (LLM) could improve this analysis. This improvement could come in various spaces, such as
improving the ability to find subcategories that we may have missed or incorrectly grouped. Additionally, it
could enhance the manual categorization of future 10-K disclosures.

Our next objective is to use a matched pair dataset. We will find a sample of 45 companies, using
the same methodology, looking for companies that have not suffered a ransomware breach between the
years 2018 and 2021. These companies will be analyzed identically, comparing primary category counts
and overall statement quality. The results of this research would allow for a holistic understanding of how
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firms respond to breaches within their disclosure and will allow us to identify patterns linking the compa-
nies. These patterns, or lack thereof, will contribute to the ongoing discussion of boilerplate disclosure,
emphasizing noticeable trends between companies hit by a ransomware attack and those that were not.

7 Conclusion
Transparent and informative cybersecurity disclosure benefits investors and regulators. We have examined
up to six years of 10-K annual filings for 45 publicly-traded firms that experienced ransomware incidents.
We manually labeled 6,282 cybersecurity-related statements extracted from the filings using a categoriza-
tion developed through an iterative process inspired by grounded theory. Using the categorized data, we
presented a method to analyze how firms’ disclosure changes following a ransomware incident.

Our results indicate disclosure trends toward prospective risks, an increasing proportion of firms dis-
closing mitigation strategies, and less than half indicating incident response strategies – suggesting a lack
of transparent information. Likewise, our research shows that firms struggle to connect types of prospective
risks with materialized damages, let alone fail to realize the risks of ransomware – suggesting a lack of
awareness of ongoing threats. These results have demonstrated the significant promise of analyzing such
data deeper in future. Even now, the manually crafted dataset can help investors, regulators, and academics
guide future analysis of cybersecurity risk in 10-K disclosures.
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